Please be aware of this scam.

Beware of emails with offers to win Tupperware sets. The links in the email lead
to malicious websites designed to steal personal and financial information.

wdForward scam emails to the National Cyber Security Centre on
report@phishing.gov.uk.

Since 29th October 2023, 10,164 reports of phishing emails relating to recipients
being able to win free Tupperware sets have been made to the Suspicious Email
Reporting Service (SERS). Almost half (4,954) of these reports were between
15th -29th January. The emails claim the recipient could receive a free “36 Piece
Tupperware Set” with the email body saying, “Answer & Win” or “You’ve been
chosen!” with instructions for a short survey to be completed to win the prize.
The email also shows a photo of a Tupperware set along with a logo of either
Asda, John Lewis or Costco etc. The use of well-known and trusted brand logos
attempts to add a layer of authenticity to the scam. Itis believed that once the
survey link is clicked it will lead to either a request for financial/personal details
or will download malicious malware.
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